
Many executives within the federal government see the Internet of Things or IoT 

as just another buzzword to describe both future possibility and its largest 

vulnerability. What gives IoT its potential is the mainstream and mass 

consumerization of internet-enabled devices for data-driven decisions. While 

national and agency strategies are being developed, the ecosystem of government 

devices or the Internet of Government Things (IoGT) has the potential to 

revolutionize the way the federal government operates for the same reasons.  

The Federal Trade Commission (FTC) and the National Institute for Science and 

Technology (NIST) are two of the leading proponents in defining both consumer 

and government requirements. The FTC held a workshop in 2013 on IoT consumer 

protection with a consensus of attendees promoting security, data minimization, 

and data sharing choices as the leading drivers for IoT companies to consider in 

building devices. NIST also hosts an ongoing Cyber Physical Systems public working 

group to focus on and advance areas such as health care, electrical power grids, 

emergency response, and many others. Deploying or utilizing a new generation of 

sensor data will empower federal decision makers and create more opportunities 

to understand how government services can be offered and operated at a lower 

cost. This will ultimately lead to efficient improvements to citizen interaction with 

the government. Current and future examples of IoGT use include: 

 GSA – Building monitors to improve energy efficiency 

 DHS – Using hazard scanners to detect nuclear, biological, and chemical 

signatures at port of entries 

 FEMA – Employing personal locators to identify and track first responders 

during a disaster 

 DoD – Utilizing radio Frequency ID chips to monitor supply chain movement 

 DOT – Using traffic monitors to track infrastructure life 

While there are many outstanding use cases for IoGT, there remains a “creepy” 

factor regarding how users are monitored and what happens to the data after it is 

used.  The utmost concern is data integrity and confidentiality of private 

information. PKI remains the security of choice for securing IoT devices because 

of its inherent and proven security, lightweight deployment, and scalability to 

meet the rapid deployment of devices. The Federal PKI continues to collect and 

adapt certificate practices to meet the future IoGT demand. 

IoGT has the power to further connect citizens to their cities and governments, 

linking services across organizations, and bring the government closer to its 

citizens. The importance of protecting data and privacy is a critical component to 

further the IoGT ecosystem. Is your agency using PKI with IoGT devices? We want 

to hear about it and feature your story in a future newsletter! Send your comments 

or questions to FPKIPA-MA@listserv.gsa.gov.  

 

 

The National Institute of Standards and Technology (NIST) released a draft of 
its Guide to Cyber Threat Information Sharing for public comment. "The goal 
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Increase Data Security 

with the Federal PKI 

The Federal PKI is one of 

the most effective tools 

available to ensure 

confidentiality, integrity, 

and availability of 

government electronic 

data. The FPKI takes the 

work out of identifying 

implementation standards 

and ensures vendors and 

other federal agencies are 

operating securely. For 

example, both DoD and 

DEA require industry 

partners to be cross-

certified with the FPKI 

Federal Bridge before they 

recognize industry PKI 

credentials. Learn more 

with this complimentary 

white paper, 

https://go.usa.gov/x3tRm  

mailto:FPKIPA-MA@listserv.gsa.gov
https://go.usa.gov/x3tRm
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 IoT refers to the ecosystem of internet enabled devices. This includes any device 

that can connect to the internet including: 

 Smart watch or fitness trackers 

 Home automation devices such as thermostats, door locks, and light 

switches 

 Automobiles including connected entertain systems 

 Entertainment Devices such gaming systems and other handheld devices 

 Mobile and tablet devices 

 Appliances 

 

The list of possible devices to put on the internet is exponential because the intent 

is not to alter a user’s behavior, but make life easier through information. Gartner 

reports the number of connected devices surpassed the number of people in the 

world and the estimated number of internet enabled devices will reach 26 billion 

devices by 2020. 

What motivates the need for more information? Data-driven decisions. A few of 

the examples of using IoT devices include: 

 Health – Increased ability of users to share information with health 

professionals. This improves the chances of an accurate diagnosis and aid 

the identification of health issues before they become a larger and more 

expensive problem. 

 Retail and Logistics - Appliances can sense when they are low on supplies 

and order more automatically. 

 Transportation – Monitor public transportation location to improve public 

services. 

 Predictive Analytics – Determine what could happen next based on 

forecasting historical data. 

After connecting the devices, the next step is figuring out what to do with the 

data. The Analytics of Things will improve the ability to make prescriptive and 

predictive analysis possible and answer the question of what could and should 

happen next.  

 

 

  Overview of the Internet of Things 
The Who, What and Why of IoT  

Explore the IT Security 

Hallway yet? 

The IT Security Hallway on 

the Acquisition Gateway 

helps federal government 

buyers from all agencies 

find and share the latest 

information on IT Security 

acquisition information. 

The Acquisition Gateway 

features information on 

government-wide contract 

vehicle comparisons, 

acquisition best practices, 

market research tools, 

prices paid data, and other 

useful tools and features. 

The website is open to 

federal and non-federal 

users with full site access 

for federal acquisition 

employees and approved 

contractors. Sign up at 

https://hallways.cap.gsa.gov/ 

NIST Releases Best 

Practices for Privileged 

Users using PIV 

Authentication  

NIST released a white 

paper on best practices for 

PIV authentication of 

privileged users following 

a need outlined in the 

Cybersecurity Strategy and 

Implementation Plan 

(CSIP). Read the paper for 

more information, 

https://go.usa.gov/x3tU4   

https://hallways.cap.gsa.gov/login-information?utm_campaign=ITS-Adoption&utm_source=IT-Security&utm_medium=other&utm_content=IT-Security-FedRAMP-Article
https://go.usa.gov/x3tU4


 

FPKIMA Newsletter Page 3 

The massive increase of IoGT data will always generate concern around how it is 

used, handled, and stored. Many of the IoGT use cases depend on the collection, 

analysis, and reuse of large volumes of collected information from both citizens and 

devices. Finding the perfect balance of privacy and security will depend on 

educating and informing users of the value and trust in data use and handling. 

 

Privacy 

Our society continues to mature along the “freemium” model of internet services. 

Google, Facebook, Twitter, and many other digital companies offer free services in 

exchange for data. User and companies enter into a social contract (with terms and 

conditions) where the user accepts the benefit of the product and the company 

receives the benefit of the data to continually improve the product. The federal 

government offers a similar model, but is much more regulated due to the need for 

transparency and compliance with multiple privacy laws. A few of the government 

requirements include website privacy policies, system of record notices, private 

impact assessments and other controls around publicly posting how citizen data is 

collected and used. One area which can always be improved is expressing the value 

and trust in government use of citizen information. The value and trust must be as 

apparent as comparable private services for citizen acceptance.  

 

 
IoT Architecture (Source: Govini) 

 

Security 

Securing IoGT can be one of the greatest challenges facing federal IT and it 

encompasses not only the device, but the underlying infrastructure and software 

used to derive value from the data. This also includes the processing, analytics, and 

user-facing applications. PKI continues to be the proven solution in securing 

communication between devices. The inherent confidentiality, integrity, and 

availability provided by the Federal PKI trust infrastructure and its approved 

partners has the ability to secure and protect the IoGT ecosystem, but additional 

work is necessary to ensure requirements around device certificates are robust and 

meet industry as well as government standards. Is your agency using PKI to secure 

IoT devices or citizen access to government resources? Share it with the FPKIMA 

(FPKIPA-MA@listserv.gsa.gov) and be featured in a future newsletter. 

 

 IoGT Privacy and Security 

Did you know…? 

 

Availability is an 

important factor in 

protecting a website or 

web service. The purpose 

an SSL certificate is to 

ensure security and 

confidentiality of the 

user’s session. In some 

cases, availability may be 

more important. For 

example, Certificate 

revocation services (CRL, 

OCSP, and LDAP) must 

be available at all times to 

validate a certificate. If an 

SSL certificate protecting 

a PKI service expires, a 

user or validation service 

may not be able to 

access the information. 

The PKI artifacts are 

already digitally signed 

and provide inherent 

security. See the HTTPS-

Only Standard for more 

information 

https://go.usa.gov/xa4Eh 

How a Smart Watch can be a Secure Watch 

Speaking of SSL 

Certificates…. 

The FPKI Graph 

(https://fpki-graph.fpki-

lab.gov) and  

FPKI Crawler 

(https://go.usa.gov/x3tF9) 

are now available through 

an HTTPS connection.   

mailto:FPKIPA-MA@listserv.gsa.gov
https://go.usa.gov/xa4Eh
https://fpki-graph.fpki-lab.gov/
https://fpki-graph.fpki-lab.gov/
https://go.usa.gov/x3tF9
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Need Help? 

 

Contact the FPKIMA 

fpki-help@gsa.gov 

The Technical Working Group (https://go.usa.gov/x3tEm) is collecting topics for 

the next scheduled meeting. The current list of topics include: 

 FPKI Architecture Modernization and NPE Integration 

 Random Number Generator / Weak Key Verification 

 Serial Number Duplication Verification 

 Serial Number Entropy Requirements 

The Certificate Policy Working Group (https://go.usa.gov/x3tEJ) is currently 

discussing three work products and voting material: 

1) Device Certificate Update – A Common Policy Change Proposal was   

submitted to update the FCPCA CP to more closely harmonize with industry 

device requirements outlined in the CA / Browser Forum Baseline 

Requirements for Device Certificates. 

2) Subscriber Private Key Protection for Multiple Keys or Key Holders – A 

Federal Bridge Change Proposal was submitted to add guidance for 

protection of Medium assurance private keys when multiple keys are co-

located or stored on behalf of others (e.g., with Group certificates) 

3) Ongoing discussion of leveraging a NIST 800-79 Audit for PIV and Derived 

PIV Issuers as a Federal PKI Registration Authority Audit. 

Participation in Federal PKI working groups is limited to federal agencies and FPKI 

affiliates. Please send any questions to FPKI-Compliance@gsa.gov.  

 

Ask the FPKIMA  
If Common Policy CA is the federal trust anchor, why does the FPKI 

still issue cross-certificates from the Federal Bridge? 

The Federal Bridge is an identity hub and not an anchor. Trust is established 
through the certificate chain to the Federal Common Policy and not through a trust 
bundle. The purpose of the Federal Bridge CA is to connect organizational PKIs. This 
reduces the need to install new trust anchors so an affiliate or federal agency can 
continue to use their root CA as a trust anchor. 

The Federal Common Policy CA is the federal trust anchor for PIV and federal 

agencies who do not operate their own PKI. By entering into an agreement with 
the Federal Bridge, all affiliates recognize they trust certificates issued by other 
affiliates of the Federal Bridge based on the policy mapping in the certificate 
exchange. All certificates are issued against comparable criteria as outlined in the 
Federal Bridge CP and mapped to affiliate CPs. 

 

Where Can I Find More Information on the FPKIMA? 

FPKIMA information can be found on the idmanagement.gov website: 

https://go.usa.gov/x3tPF.  

NIST hosted a workshop 

on Named Data Networking 

on May 31 – June 1. This 

workshop gathered 

representatives to discuss 

the future of Cyber-

Physical Systems, Internet 

of Things, and Big Data. A 

Named Data Network 

(NDN) is one proposed 

architecture to bring web-

like semantics to the 

network layer. What does 

that mean? A new internet 

architecture that moves 

beyond where (addresses 

and hosts) to what 

(content). NDN is a project, 

funded by the National 

Science Foundation, to 

develop an internet 

architecture that naturally 

accommodates the 

emerging devices and 

trends such as IoT and 

content needed in big data 

analysis. PKI will play a 

major part in securing 

those devices and 

ensuring integrity of the 

information. Visit NIST 

(https://go.usa.gov/x3tyx) 

or the NDN Project 

(https://named-data.net/) 

for more info 

FPKI Working Group Updates 

mailto:fpki-help@gsa.gov
https://go.usa.gov/x3tEm
https://go.usa.gov/x3tEJ
mailto:FPKI-Compliance@gsa.gov
https://go.usa.gov/x3tPF
https://go.usa.gov/x3tyx
https://named-data.net/

